
 

GovDataHosting Cloud Platform 

FedRAMP High (Class D) Certified Government Cloud Platform Data Sheet 
 

FedRAMP High (Class D) Certified   ·   DoD IL2 Authorized   ·   NIST 800-53 Rev 5 High   ·   SOC 2 Type II   ·   24/7 U.S.-Based SOC 
 

One Vendor. One Contract. One Invoice. 

A FedRAMP High (Class D) Certified Platform-as-a-Service bundling cloud 

infrastructure, security and compliance, technical support, and disaster recovery into a 

single procurement. Agencies and contractors inherit 300+ NIST 800-53 Rev 5 controls 

from our authorization boundary — removing the cost, staffing, and schedule burden of 

assembling a compliant environment from separate vendors. 

Deploy on GovDataHosting Cloud IaaS (our own FedRAMP High (Class D) Certified 

infrastructure), on AWS GovCloud (managed by GDH; IL4/IL5 available), or on Azure 

Government — under one compliance boundary and one continuous monitoring 

program. 

THE BUNDLE 

Cloud Infrastructure Security & Compliance 

Technical Support Disaster Recovery 
 
WHY THE BUNDLE WINS 

▸ 300+ inherited NIST 800-53 Rev 5 controls 
▸ ~40% faster ATO timelines 
▸ 10–40% cost savings vs. assembling it yourself 
▸ 1–3 day basic cloud setup 

 

U.S. DATA CENTER FOOTPRINT   
 

Columbia, MD 

PRIMARY OPERATING SITE 

Company HQ. Primary production cloud 
region for federal and contractor workloads. 

Cleveland, OH 

CLOUD INFRASTRUCTURE SITE 

Additional U.S. cloud infrastructure capacity 
and regional diversity. 

Dallas, TX 

ALTERNATE / DR SITE 

Encrypted replication target for failover, off-
site backup, and contingency planning. 

  ▸ Geographic & carrier diversity: Columbia and Dallas are 1,000+ miles apart, linked by encrypted low-latency VPN for grid- and carrier-
diverse replication. All data stays in the contiguous U.S., supported only by U.S. citizen personnel. 
 

TELECOM & CONNECTIVITY   
 
▸ Global IP backbone (AS701) with 100 Gigabit Ethernet, Private IP reach across 150+ countries, and 80+ U.S. IP 
nodes. Adds cloud DDoS scrubbing (DDoS Shield) for L3/L4 volumetric defense. 

▸ Nationwide U.S. fiber with high-capacity wavelength, Ethernet, and dark fiber transport, plus managed networking for 
enterprise and government customers. 

▸ Facilities-based Tier 1 all-optical IP network (AS174), IPv6 and MPLS enabled, serving 300+ markets on a non-
oversubscribed backbone with dense peering. 

  ▸ Multi-carrier resilience: Connected to Verizon, Windstream, and Cogent/Cross Connect 20+ carriers enabled — diverse upstream transit, 
not a single-carrier dependency. Bandwidth is NOC-monitored and scalable on demand; the platform is fully IPv4 and IPv6 compliant. 
 

MANAGED SERVICES CATALOG   
 

MANAGED NETWORK & INFRASTRUCTURE 

▸ Managed Network (VPC, IP addressing)   ▸ Firewall (deny-all / 

allow-by-exception)   ▸ VPN (FIPS-approved, 2-factor)   ▸ Reverse 
Proxy / Load Balancing / WAF   ▸ DNSSEC   ▸ Backup ▸ SSL 

Certificate Management    

MANAGED APPLICATION SUPPORT 

▸ Operating System Administration   ▸ Database Administration 

(STIG / CIS)   ▸ Patch Management (250+ apps)   ▸ Server / 
Application Monitoring   ▸ Drupal Core   ▸ MS Exchange   ▸ MS 

SharePoint   ▸ Application Migration 
  

MANAGED SECURITY COMPLIANCE & CYBER DEFENSE 

▸ Anti-Virus / Anti-Malware & HBIDS   ▸ Compliance 

Documentation (A&A, SSP, ATO)   ▸ Disaster Recovery   ▸ Intrusion 
Detection   ▸ Log Aggregation (30-month)   ▸ Vulnerability 

Scanning & POA&M   ▸ Incident Response (SOC CSIRC)   ▸ 
Continuous Monitoring   ▸ Configuration Management   ▸ ISSO 

VALUE-ADDED SERVICES 

▸ ServiceDesk Portal   ▸ Software License Provisioning   ▸ Project 

Management Coordination   ▸ System Design   ▸ Cloud Readiness 
Assessment ▸ FedRAMP Readiness Review ▸ Digital Forensics  ▸ 

Security Assessment  ▸ Asset Management    

 

COMPLIANCE FRAMEWORKS SUPPORTED 

FedRAMP  ·  FISMA  ·  NIST 800-53 Rev 5  ·  NIST 800-171 & CMMC  ·  NIST CSF  ·  
DoD RMF  ·  CJIS  ·  SOC 2 Type II  ·  DFARS / CUI 

CONTRACT VEHICLES 

GSA MAS  ·  HHS BPA  ·  Maryland CATS+ 

 

Talk to a federal cloud compliance specialist. 
FedRAMP High (Class D) Certified · DoD IL2 Authorized · NIST 800-53 Rev 5 High · SOC 2 
Type II · A Division of IT-CNP, Inc. · Founded 2001 · U.S. Cloud Data Centers Only 

800-967-1004 

www.govdatahosting.com 

Columbia, Maryland 

Availability and impact levels vary by platform and scope of work; DoD IL4/IL5 via managed AWS GovCloud. Control count, cost, and timeline 
figures are illustrative estimates, not guarantees. © 2026 IT-CNP, Inc. 


